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Platform owners focusing on the lifecycle management of root certificates within their root stores should
consider several key issues and trends that ultimately affect system performance and speed for relying
parties noting that an incorrect choice could adversely affect brand perception. Root store owners should
ideally be focused on the immediate needs of their relying parties as error messages today can lead to a
loss of customers to an alternative product. However in saying this owners should also be mindful to
ensure that Root Stores remain flexible in terms of overall capacity and technology choices. Restricting
Certificate Authorities ability to embed sufficient choices could damage future platform flexibility. In the
case of Root Certificates where Disaster Recovery planning is essential then less is most certainly not
more! GlobalSign’s Root Certificate Policy Authority 4 (From WebTrust 2.0) is directly responsible for the
ongoing policy, procedure and control of the range of root certificates which GlobalSign offers.
GlobalSign’s 5 root certificates (together with a future 4096 bit RSA certificate due in Q2 2014) will
provide the necessary longevity you need for your platform to be recognized by GlobalSign’'s ever
expanding customer base. With one of the most ubiquitous 2048 bit SHA1 RSA roots in the industry,
GlobalSign already secures many of the world’s leading brands. A 2048 bit SHA256 RSA alternative was
added in 2009 that is now present in the majority of the systems that support the SHA2 hashing
algorithm. With two new ECC alternatives added in 2012, GlobalSign is poised to continue its ongoing
strategy for root embedment.

Our current ubiquity is detailed here:- http://www.globalsign.com/resources/ss|_root_compatibility. pdf
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Microsoft implemented a dynamic root store across their product range (desktop, server and mobile) and
as such this offers the maximum flexibility to relying parties and future potential issues with Cryptography
choices. i.e. It's possible to easily add new providers without relying parties needing to update to a
complete new platform. Microsoft introduced their dynamic store capabilities with Vista allowing new root
certificates to be dynamically downloaded by the OS at the point of reliance (SSL session. Encrypted e-
mail receipt, code signed executable etc). Other providers such as Adobe are following suit. Their
AATL ( Adobe Authorized Trust List) for example, is also dynamic from 9.1.2 onwards.

GlobalSign’s EV OID
GlobalSign provides Extended Validation SSL certificates with the following OID across all roots.
1.3.6.1.4.1.4146.1.1 http://www.0id-info.com/get/1.3.6.1.4.1.4146.1.1

Contact Details:-

For additional information and a root embedding agreements please contact our generic e-mail contact
address rootembedding@globalsign.com. This e-mail address is monitored by the Policy Authority and
serves as a single point of contact for all Root Embedding Issues
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Expanded Information — GlobalSign’s Roots:-

GlobalSign Root CA Rl (2048 bit RSA SHA1)

The root is primarily suitable for Server and Client Authentication, Secure e-mail, Code Signing and
Timestamping, however the root itself is marked for all issuance policies and therefore can also be used
for OCSP, Encrypting File System, IP Sec (Tunnel, User) and CA Encryption Certificate purposes. All
legal documents are located in the repository: http://www.globalsign.com/repository/. The root uses the
same key material as the GlobalSign Root CA.
Key extensions

e basicConstraints: CA: true

e keyUsage: keyCertSign, cRLSign
Example SSL/TLS certificate

https://2028.globalsign.com
Example SSL/TLS certificate to support Extended Validation

https://2028ev.globalsign.com

Subject DN
CN = GlobalSign Root CA
OU = Root CA
O = GlobalSign nv-sa
C=BE
Serial Number
04 00 00 00 00 01 15 4b 5a c3 94
Subject KeylID
60 7b 66 1a 45 0d 97 ca 89 50 2f 7d 04 cd 34 a8 ff fc fd 4b

Validity time
Valid from : 01 September 1998 12:00:00
Valid to : 28 January 2028 12:00:00
Fingerprints
SHA1 =B1:BC:96:8B:D4:F4:9D:62:2A:A8:9A:81:F2:15:01:52:A4:1D:82:9C

URL to online CRL repository
http://crl.globalsign.net/root.crl

URL to secure online location of the root
https://secure.globalsign.net/cacert/Root-R1.crt

M1 1DATCCAI2gAwIBAg I LBAAAAAABFUtaw5QwDQYJKoZ lhveNAQEFBQAWVZELMAKG
A1UEBhMCQkUXGTAXBgNVBAOTEEdsb2JhbFNpZ24gbnYtc2EXEDAOBgNVBASTB1Jv
b3QgQOEXGZzAZBgNVBAMTEkdsb2JhbFNpZ24gUm9vdCBDQTAeFWO50DASMDEXM j Aw
MDBaFwOyODAXM j gxMj AWMDBaMFcxCzAJBgNVBAY TAKJIFMRKWFWYDVQQKEXBHDGO i
YWxTaWdu 1 G52LXNhMRAWDgYDVQQLEwdSb290 I ENBMRsSWGQYDVQQDEXJHbGO i YWXT
aWdu I FIvb3QgQOEwggE iMAOGCSqGS I b3DQEBAQUAA4 I BDWAwggEKAO I BAQDabDuaZ
Jc6j40+KFvvxidMla+p IH/EqsLmVEQS98GPR4AmdmzxzdzxtIK+6NiY6arymAZavp
Xy0Sy6scTHAHOTOKMMOV jU/43dSMUBUCc71DuxC73/01S8pF94G3VNTCOXkNz8kHp
1Wrjsok6Vjk4abwY8iGlbKk3Fpl1S4b InMm/k8yuX9ifUSPJJ41tbcdG6TRGHRj cdG
snUOhugZ i tVtbNV4FpWi6cgKOOvyJIBNPCc1STE4U6G7weNLWLBYy5d4ux2x8gkasd
U26Qzns3dL IwR5E i UWMWeabxrkEmCMgZK9FGak jWZCrXgzT/LCrBbBIDSgeF59N8
9iFo7+ryUp9/k5DPAgMBAAG j Q j BAMA4GA1UdDWEB/WQEAW I BB j APBgNVHRMBATSE
BTADAQH/MBOGA1UdDgQWBBRge2YaRQ2Xyo IQL30EZTS0//z9SzANBgkghk i GOWOB
AQUFAAOCAQEA1NPNTFES2012/7Lqivj TFKDK1fPxsnCwrvQmeU79rXqoRSLb1CKOZ
yj1hTdNGCbM+w6DjY1Ub8rrvrTnhQ7k4o+Yvi i Y776BQVvnGCv04zcQLCFGUI5gE
38NFINUVYRRBNMRAAWQVDFIVMOYG j/8N7yy5Y0b2qvzFvGnoLhJ 1 ZIrg I fFCm7ymP
AbEVtQwdpf5pLGkkeB6zpxxxYu7KyJesF12KwvhHhm4gxFYx1dBniYUr+WymXUad
DKgC5JIR3XC321Y9YeRq4VzWIv493kHMB65jUr9TU/Qr6cfatveCX4XSQR jbgbME
HMUFp IBVFSDJI3gy ICh3WZIXi/EjIKSZp4A==

————— END CERTIFICATE-----
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GlobalSign Root CA R2 (2048 bit RSA SHA1)

The root is primarily suitable for Server and Client Authentication, Secure e-mail, Code Signing and
Timestamping, however the root itself is marked for all issuance policies and therefore can also be used
for OCSP, Encrypting File System, IP Sec (Tunnel, User) and CA Encryption Certificate purposes. All
legal documents are located in the repository: http://www.globalsign.com/repository/.

Key extensions
e basicConstraints: CA: true
e keyUsage: keyCertSign, cRLSign

Example SSL/TLS certificate
https://2021.globalsign.com
Subject DN
CN = GlobalSign
O = GlobalSign
OU = GlobalSign Root CA - R2
Subject KeyID
9b e2 07 57 67 1c 1le cO 6a 06 de 59 b4 9a 2d df dc 19 86 2e
Serial Number
04 00 00 00 00 01 0Of 86 26 €6 0d

Validity time
Valid from : 15 December 2006 08:00:00
Valid to : 15 December 2021 08:00:00
Fingerprints
SHA1 = 75:E0:AB:B6:13:85:12:27:1C:04:F8:5F:DD:DE:38:E4:B7:24:2E:FE

URL to online CRL repository
http://crl.globalsign.net/root-r2.crl

URL to secure online location of the root
https://secure.globalsign.net/cacert/Root-R2.crt

M1 1DUjCCAqKgAw I BAg I LBAAAAAABD4YM5gOWDQYJKoZ IhveNAQEFBQAWTDEgMBAG
ALUECXMXR2xvYmFsU2InbiBSb2901ENBI1COgUj I XEZARBgNVBAOTCkdsb2JhbFNp
Z24xEzARBgNVBAMTCkdsb2JhbFNpZ24wHhcNMDYxMj EIMDgwMDAWWhCNMj EXMjEL
MDgWMDAWW j BMMSAWHgGYDVQQLExdHbGY i YWxTaWdu I FIvb3QgQOEgLSBSMjETMBEG
ALUEChMKR2xvYmFsU2 Inbj ETMBEGALUEAXMKR2xvYmFsU2 Inb jCCAS IwDQYJKoZ I
hvcNAQEBBQADggEPADCCAQOCggEBAKbPJAG+Lm8omUVCxKs+1VSbCON/hHDGErPL
v4dFxn+GO7 IwWXNbOrfF730X4YJYJIkhD10FPe+3t+c4isUoh7SgbKSaZeqgKeMWhG8
eolLrvozps6yWJQeXSpkqBy+0Hne/ig+1AnwblrjFuTosvNYSuetZfelLQBoZfXklq
tT1eiDTsvHOMCJIiEbKjNS7SgFQx5TFC4LcshytVsW33hoCmEofnTIENLIGKRILzd
C9XZzPngJworc5HGNRusyMvo4KDOL5CLTFuwNhv2GXqF4G3yYROI1XJ/gkwpR14pa
zg+rlfeqCapgvdzZX99yqWATXgAByUr6P6TqBwMhAo6CYygPCm48CAWEAAaOBNDCB
mTAOBgNVHQ8BAFBEBAMCAQYwDWYDVROTAQH/BAUWAWEB/ZAdBgNVHQ4EFgQUm+ IH
V2ccHsBgBt5ZtJot39wZhi4wNgYDVROFBC8WLTAroCmgJ4Y laHROcDovL2NybC5n
bG9iYWxzaWduLm51dC9yb290LX 1 yLmNybDAFBgNVHSMEGDAWgBSb4gdXZxwewGoG
3ImOmi 3F3BmGL jANBgkghk i GOWOBAQUFAAOCAQEAMYFThxxo 14aR70BKUEQLQ4Gs
JO/WwbgcQ3izDJr86iw8bmEbTUsp9Z8FHSbBUOMDAGIFtgk I k7mpMOsYmsL4h4hO
291xNBrBVNpGP+DTKgttVCL10MLNIG+6KYNX3ZHuO1ly i PqFbQFXFSWRDLenVOavS
ot+3i9DAgBkcRcAtLjOj4LaROVknFBbYPFd5uRHg5h6h+u/N5GIG79G+dwFCMNYxd
AfvDbbnvRG15RjF+Cv6pgsH/76tulMRQyV+dTZsXjAz I AcmgQWpzU/qlULRUJQ/7
TBjO/VLZymmx6BEP30j Y+x1J96relc8geMIgEtsIQIxq/H5COEBKEveegeGTLg==
————— END CERTIFICATE-----
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GlobalSign Root CA R3 (2048 bit RSA SHA256)
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The root is primarily suitable for Server and Client Authentication, Secure e-mail, Code Signing and
Timestamping, however the root itself is marked for all issuance policies and therefore can also be used
for OCSP, Encrypting File System, IP Sec (Tunnel, User) and CA Encryption Certificate purposes. All

legal documents are located in the repository: http://www.globalsign.com/repository/.

Key extensions

e basicConstraints: CA: true
e keyUsage: keyCertSign, cRLSign

Example SSL/TLS certificate

https://2029.globalsign.com

Signature Algorithm

sha256WithRSAEnNcryption

Subject DN

CN = GlobalSign
O = GlobalSign
OU = GlobalSign Root CA — R3

Serial Number

04 00 00 00 00 01 21 58 53 08 A2

Subject KeyID

8f fO 4b 7f a8 2e 45 24 ae 4d 50 fa 63 9a 8b de e2 dd 1b bc

Validity time

Valid from : 18t March 2009 10:00:00
Valid to : 18t March 2029 10:00:00

Fingerprints

SHA1 =D6 9B 56 11 48 FO 1C 77 C5 45 78 C1 09 26 DF 5B 85 69 76 AD

URL to online CRL repository

http://crl.globalsign.net/root-r3.crl

URL to online location of the root
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http://secure.globalsign.net/cacert/Root-R3.crt

M1 1DXzCCAkegAw I BAg I LBAAAAAABIVhTCKIwDQYJKoZ lhveNAQELBQAWTDEgMBAG
ALUECXMXR2xvYmFsU2InbiBSb290 1ENB1COgUjMxEzZARBgNVBAOTCkdsb2JhbFNp
Z24xEzARBgNVBAMTCkdsb2JhbFNpZ24wHhcNMDkwMzE4AMTAWMDAWWhCNM j kwMzE4
MTAWMDAWW j BUMSAWHgGYDVQQLExdHbGY i YWxTaWdu I FIvb3QgQOEgL SBSMZETMBEG
ALUEChMKR2xvYmFsU2 Inbj ETMBEGALUEAXMKR2xvYmFsU2 Inb jCCAS IwDQYJKoZ I
hvcNAQEBBQADggEPADCCAQoCggEBAMwIdpB5BngiFvXAg7aEyiie/QV2ECWEiHLS
RgJIDXx7KKNQRFIMsuS+FggkbhUgsMgUdwbN1kOev1LKMPgjOMK66X17YUhhB5uzsT
gHeMCOFJOmpiLx9e+pZo34knITifBtc+ycsmWQ1z3rD16SYOgxXG71uLOgRgykmm
KPZp0/bLyCiR5Z2KYVc3rHQU3HTgOu5yLy6c+9C7v/U9AOEGM+iCK65TpjoWec4zd
QQ4g0sCOp6Hpsk+QLJIg6VFLUQSSaGj 10CZgdbKFd/+RFO+ulEn8rUAVSNECMWEZ
XriX7613t2Saer9fwRPvm2L7DWzgVGkWgQPabumbDk3F2xmmFghcCAWEAAaNCMEAW
DgYDVROPAQH/BAQDAQEGMABGA1UdEWEB/WQFMAMBAT8WHQYDVROOBBYEF 1 /wS3+0
LkUkrk1Q+mOai97 i 3Ru8MAOGCSqGS I b3DQEBCWUAA4 I BAQBLQNVAUKr+yAzv95ZU
RUmM7 1gAJQayzE4aGKAczymvmdLm6AC2upArT9fHxD4q/c2dKg8dEe3jgr25sbwMp
JJM5RcOO5L IXbKr8EpbsU8Yt5CRsuZR j+9xTaGdWPo04zzUhw8lo/s7awl0gzJCK
6fBdRoyV3XpYKBovHd7NADdB j+1EbddTKJd+82cEHhXXipa0095MI6RMG3NzdvQX
mclfeg7jLQitChws/zyrVQ4PkX4268NXShb7hLi18Y 1vDQVET 15309zJr IAGomecs
Mx860yXShkDOOyyGeMIhLxS67ttVh9+E7gUITb002HL002JQZR7 rkpeDMdmztcpH
WD9f
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GlobalSign ECC Root CA R4 (SHA256 256bit ECC)

The root is primarily suitable for Server and Client Authentication, Secure e-mail, Code Signing and
Timestamping, however the root itself is marked for all issuance policies and therefore can also be used
for OCSP, Encrypting File System, IP Sec (Tunnel, User) and CA Encryption Certificate purposes. All
legal documents are located in the repository: http://www.globalsign.com/repository/. The root is based on
Elliptic Curve Cryptography.

Key extensions
e basicConstraints: CA: true
e keyUsage: keyCertSign, cRLSign

Example SSL/TLS certificate
https://2038r4.globalsign.com
Subject DN
CN = GlobalSign
O = GlobalSign
OU = GlobalSign ECC Root CA - R4
Serial Number
2a 38 a4 1c 96 0a 04 de 42 b2 28 a5 0b e8 34 98 02
Subject KeyID
54 b0 7b ad 45 b8 e2 40 7f fb Oa 6e fb be 33 c9 3c a3 84 d5

Validity time
Valid from : 13 November 2012 00:00:00
Valid to : 19 January 2038 03:14:07
Fingerprints
SHA1 = 69 69 56 2e 40 80 f4 24 al e7 19 9f 14 ba f3 ee 58 ab 6a bb

URL to online CRL repository
http://crl.globalsign.com/root-r4.crl

URL to secure online location of the root
https://secure.qglobalsign.net/cacert/Root-R4.crt

M1 1B4TCCAYegAwIBAgIRK] i kHIYKBNSCsi i IC+gOmAIwCgY 1KoZ 1z OEAw IWUDEK
MCIGALUECXMbR2xvYmFsU2Inb i BFQOMgUm9vdCBDQSAt I F 1 OMRMWEQYDVQQKEwWpH
bG9 i1 YWxTaWduMRMWEQYDVQQDEwpHbGI i YWxTaWduMB4XDTEYMTEXMzAWMDAWMFOX
DTM4AMDEXOTAZMTQWN1owUDEKMC I GALUECXMbR2xvYmFsU2 Inb i BFQOMgUm9vdCBD
QSAtIFI0MRMWEQYDVQQKEWpHbGI i YWxTaWduMRMWEQYDVQQDEWpHbG i YWxTaWdu
MFKwEWYHKo0Z 1z OCAQY 1KoZ Iz j ODAQcDQQAEUMZ5049sJQ6 FL j kKZHAOKIrpri0QcJ
FspjsbmG+ 1 pXwVfOQvpzofd1Qv8ewQCybnMO/8ch5R i kqtIxP6 jUuc6MHaNCMEAwW
DgYDVROPAQH/BAQDAQEGMABGA1UJEWEB/WQFMAMBAT8WHQYDVROOBBYEFFSwe61F
UuOJAT/sKbvu+M8k804TVMAOGCCqGSM49BAMCAOgAMEUC 1QDckqGgE6bPA7DmMXCGX
kPoUVy0D7048027KqGx2vKLeuwlgJ6iFJzWbVsaj8kfSt24bAgAXgmemFZHe+pTs
ewv4n4Q=
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GlobalSign ECC Root CA RS (SHA384 384bit ECC)

GlobalSign.

GMO Internet Group

The root is primarily suitable for Server and Client Authentication, Secure e-mail, Code Signing and
Timestamping, however the root itself is marked for all issuance policies and therefore can also be used
for OCSP, Encrypting File System, IP Sec (Tunnel, User) and CA Encryption Certificate purposes. All
legal documents are located in the repository: http://www.globalsign.com/repository/. The root is based on
Elliptic Curve Cryptography.

Key extensions

e basicConstraints: CA: true
e keyUsage: keyCertSign, cRLSign

Example SSL/TLS certificate
https://2038r5.globalsign.com

Subject DN

CN = GlobalSign
O = GlobalSign
OU = GlobalSign ECC Root CA —R5

Serial Number

60 59 49 e0 26 2e bb 55 f9 0a 77 8a 71 f9 4a d8 6¢

Subject KeyID

3d e6 29 48 9b ea 07 ca 21 44 4a 26 de 6e de d2 83 dO 9f 59

Validity time

Valid from : 13 November 2012 00:00:00
Valid to : 19 January 2038 03:14:07

Fingerprints

SHA1 = 1f 24 c6 30 cd a4 18 ef 20 69 ff ad 4f dd 5f 46 3a 1b 69 aa

URL to online CRL repository

http://crl.globalsign.com/root-r5.crl

URL to secure online location of the root
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https://secure.qglobalsign.net/cacert/Root-R5.crt

MI'ICHjCCAaSgAwIBAg IRYF1J4CYuulX5CneKcFIK2GwwCgY IKoZ 1 zj OEAWMWUDEK
MC 1GATUECXMbR2xvYmFsU2 Inb i BFQOMgUm9vdCBDQSAT I F 1 IMRMWEQYDVQQKEWPH
bG9 i1 YWxTaWduMRMWEQYDVQQDEwWpHbGI i YWxTaWduMB4XDTEYMTEXMzAWMDAWMFOX
DTM4MDEXOTAZMTQWN1owUDEKMC IGALIUECXMbR2xvYmFsU2 Inb i BFQOMgUm9vdCBD
QSAtIF 1 1MRMWEQYDVQQKEWPHDGY i YWxTaWduMRMWEQYDVQQDEWPHbGO i YWxTaWdu
MHYWEAYHK0Z 1z OCAQYFK4EEAC IDYQAEROUO I vt9Xb/pOdEh+J8LttV7Hp 16SFkc
8G IxLcB6KP4aplyztsyX50XUWPrRd21DosCHZTQKH3rd6zwzocWdTaRvQzZU4f8ke
hOvRNkmSh5SHDDgFSmafnVmTTZdhBoZKo0 IwQDAOBgNVHQ8BATSEBAMCAQYwWDWYD
VROTAQH/BAUWAWEB/zAdBgNVHQ4EFgQUPeYpSJvgB8ohREom3m7e0oPQn1kwCgY I
KoZ1zjOEAWMDaAAWZQ I xAOVpEs lu28Yxug I1B4Zf4+/2a4n0Sye18ZNPLBSWLVtmg
515dTguDnFt2KaAJJiFqYglwcdKl j1zqO+F4CYWodZ 1 7yFz9S08NdCKoCOJuxUnO
xwy8p2Fp8fc74SrL+SvzZpA3

————— END CERTIFICATE-----
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